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How It Works





Entercept uses a multi-layered approach to network security. At the first layer, Entercept analyzes web traffic as it enters the network determining if the traffic is harmless or an attack.  If traffic is determined to be malicious, it is blocked and the system is not compromised.  A unique advantage of Entercept is that HTTP analysis occurs after any SSL decryption. Thus, if the hacker encrypts his attack, Entercept will still see and stop it. At the next layer, Entercept puts a shield around the Web server. The Web server is restricted to performing activities that are known to be valid.  Entercept also shields the resources that belong to the Web server from unauthorized manipulation.  Even if an attacker gains administrator-level access to an Entercept-protected Web server, he or she would not be able to alter any Web page content. At the final layer, Entercept protects the operating system’s binaries from alteration. Entercept’s patented buffer overflow exploit prevention blocks the execution of malicious code as a result of a buffer overflow.  Buffer overflow attacks are extremely common and are the preferred method of attackers for gaining access to a server.  Entercept blocks buffer overflow exploits regardless of the specific attack or application used.  This protects Entercept users from future attacks as well as today’s known attacks.





What Are Its Downfalls?





For Entercept to be effective, the security solution software must be installed and implemented on every server within the network, and it must run constantly. Therefore, implementation of Entercept can be very expensive, but its protection is well worth the cost. 





What It Does





Entercept security solutions provides a protective shield around Web and network host servers, ensuring the integrity of the network, its applications and files, including sensitive and/or confidential data. Entercept also provides intrusion-detection and prevention solutions for implementation on application servers. The security software decides whether to permit a system call inside a server based on the signature of the call and set behavior rules. For example, if a hacker were seeking a password file on a web server, that behavior would be contrary to the normal behavior of someone accessing a web page and would not grant access.











